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NEW service delivery  MODELS NEW Business  & trust MODELS 

INCREASED Privacy CONCERNS EVOLVED Threat landscape 
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Re-use of 5G outside telco, new actors in value chain 

  

New types of roaming agreements, e.g. between 

traditional operator and industry vertical 

 

Third party VNFs running inside 5G network 

 

The concept of “device” will change in nature, e.g. 

capillary networks, sensors ranging from low cost 

“motes” to absolutely mission critical ones 

 

Business and 
trust MODELS 



Slide title  

44 pt 

 

 

 

 

 

 

Text and bullet level 1 

 minimum 24 pt 

 

Bullets level 2-5 

minimum 20 pt 

 

 

 

 

Characters for Embedded font: 
!"#$%&'()*+,-
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcde
fghijklmnopqrstuvwxyz{|}~¡¢£¤¥¦§¨©ª«¬®¯°±²³´¶·¸¹º»¼½ÀÁÂÃÄÅ
ÆÇÈËÌÍÎÏÐÑÒÓÔÕÖ×ØÙÚÛÜÝÞßàáâãäåæçèéêëìíîïðñòóôõö÷øùú
ûüýþÿĀāĂăąĆćĊċČĎďĐđĒĖėĘęĚěĞğĠġĢģĪīĮįİıĶķĹĺĻļĽľŁłŃńŅņŇň
ŌŐőŒœŔŕŖŗŘřŚśŞşŠšŢţŤťŪūŮůŰűŲųŴŵŶŷŸŹźŻżŽžƒȘșˆˇ˘˙˚˛˜˝Ẁ
ẁẃẄẅỲỳ–—
‘’‚“”„†‡•…‰‹›⁄€™ĀĀĂĂĄĄĆĆĊĊČČĎĎĐĐĒĒĖĖĘĘĚĚĞĞĠĠĢĢĪĪĮĮİĶĶĹĹĻĻĽĽŃ
ŃŅŅŇŇŌŌŐŐŔŔŖŖŘŘŚŚŞŞŢŢŤŤŪŪŮŮŰŰŲŲŴŴŶŶŹŹŻŻȘș−≤≥fifl 

 

ΆΈΉΊΌΎΏΐΑΒΓΕΖΗΘΙΚΛΜΝΞΟΠΡΣΤΥΦΧΨΪΫΆΈΉΊΰαβγδεζηθικλνξο
ρςΣΤΥΦΧΨΩΪΫΌΎΏ 

ЁЂЃЄЅІЇЈЉЊЋЌЎЏАБВГДЕЖЗИЙКЛМНОПРСТУФХЦЧШЩЪЫЬЭЮЯАБ
ВГДЕЖЗИЙКЛМНОПРСТУФХЦЧШЩЪЫЬЭЮЯЁЂЃЄЅІЇЈЉЊЋЌЎЏѢѢѲ
ѲѴѴҐҐәǽẀẁẂẃẄẅỲỳ№ 
 

 

 
 
 
 
 

 
Do not add objects or text in the 

footer area 

Public  |  © Ericsson AB 2015  |  2015-10-15  |  Page 10 

5G Service Delivery 

SDN-enabled network 

Distribute 

vEPC 

Network components 

Mobility policy data plane 

VNF VNF VNF 

Virtualization 

vEPC 

Network components 

 Mobility             Policy             Data plane 

VNF 
VNF 

VNF 

VNF VNF 
VNF 

VNF 
VNF 

VNF 

Toolbox to build  

dedicated service 

VNF VNF VNF 

More agile and cost-effective deployment of new services on 

all layers 
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Amount of end-to-end encrypted traffic 

has already grown dramatically after 

mass surveillance allegations 

 

Big data generated in 5G systems 

open enormous opportunities but also 

potential for unprecedented privacy 

breaches 

Privacy 
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Society has become more dependent on 

communication systems 

 

Trend increases with mission-critical use of 5G, 

IoT, and the Networked Society 

 

Increased threat level to our systems and  software 

› increased attack surface 

› increased value for attackers of telecom systems 

› increased damage when attacks happens 

evolved threat landscape 



Slide title  

44 pt 

 

 

 

 

 

 

Text and bullet level 1 

 minimum 24 pt 

 

Bullets level 2-5 

minimum 20 pt 

 

 

 

 

Characters for Embedded font: 
!"#$%&'()*+,-
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcde
fghijklmnopqrstuvwxyz{|}~¡¢£¤¥¦§¨©ª«¬®¯°±²³´¶·¸¹º»¼½ÀÁÂÃÄÅ
ÆÇÈËÌÍÎÏÐÑÒÓÔÕÖ×ØÙÚÛÜÝÞßàáâãäåæçèéêëìíîïðñòóôõö÷øùú
ûüýþÿĀāĂăąĆćĊċČĎďĐđĒĖėĘęĚěĞğĠġĢģĪīĮįİıĶķĹĺĻļĽľŁłŃńŅņŇň
ŌŐőŒœŔŕŖŗŘřŚśŞşŠšŢţŤťŪūŮůŰűŲųŴŵŶŷŸŹźŻżŽžƒȘșˆˇ˘˙˚˛˜˝Ẁ
ẁẃẄẅỲỳ–—
‘’‚“”„†‡•…‰‹›⁄€™ĀĀĂĂĄĄĆĆĊĊČČĎĎĐĐĒĒĖĖĘĘĚĚĞĞĠĠĢĢĪĪĮĮİĶĶĹĹĻĻĽĽŃ
ŃŅŅŇŇŌŌŐŐŔŔŖŖŘŘŚŚŞŞŢŢŤŤŪŪŮŮŰŰŲŲŴŴŶŶŹŹŻŻȘș−≤≥fifl 

 

ΆΈΉΊΌΎΏΐΑΒΓΕΖΗΘΙΚΛΜΝΞΟΠΡΣΤΥΦΧΨΪΫΆΈΉΊΰαβγδεζηθικλνξο
ρςΣΤΥΦΧΨΩΪΫΌΎΏ 

ЁЂЃЄЅІЇЈЉЊЋЌЎЏАБВГДЕЖЗИЙКЛМНОПРСТУФХЦЧШЩЪЫЬЭЮЯАБ
ВГДЕЖЗИЙКЛМНОПРСТУФХЦЧШЩЪЫЬЭЮЯЁЂЃЄЅІЇЈЉЊЋЌЎЏѢѢѲ
ѲѴѴҐҐәǽẀẁẂẃẄẅỲỳ№ 
 

 

 
 
 
 
 

 
Do not add objects or text in the 

footer area 

Public  |  © Ericsson AB 2015  |  2015-10-15  |  Page 13 

Cyber-attack resistance 

Trust and assurance 

Privacy 

Virtualization and SW security 

 Coop with KTH already established 

 

 

 

Key Security Areas for 5G 
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We have so far assumed “friendly” 

devices, following standard radio 

protocols 

– But new tools for attackers… 

Cyber-Attack Resistance 

Software Defined Radio 

Should consider protection against 

malfunctioning or malicious M2M devices 

at all layers down to PHY layer 

PoC demo at MWC 2014 
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› 5G systems will mix equipment from 

– Telecom providers (e.g. Ericsson) 

– IT providers (e.g. Cisco, IBM) 

– Industry/automation (e.g. ABB) 

– Plethora of “devices” (meters, cars,….) 

 

› 5G role as critical infrastructure may require special 

compliance and “security certifications” 

– General IT Assurance (ISO 15408, “Common Criteria”) 

– Road safety (ISO 26262) 

– Health (ISO 27799) 

– Smart grid (IEC) 

– National regulations 

 

› How can we manage these complex systems? 

– Can we avoid network-wide multi-certification?  

– Can we use common “trust anchors” for all use-cases? 

TRUST, ASSURANCE, Complexity 
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› So called “IMSI catchers” are making 

headline news 

 

› “Wearable” devices will increase threats 

 

› We should improve security against 

“tracking” in 5G 

 

 

PRIVACY (very concrete Example) 
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› We believe 5G Security to consist of four main “new” topics 

– New trust models 

– New ways to deliver services  

– Increased concerns for privacy 

– Evolved threat landscape 

SUMMARY 
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